Social Media’s Role
in Crisis Management:
A Call for Greater Legal Vigilance
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INTRODUCTION

From a viral video purporting to show poor treatment of banking customers, to a UK retailer's rogue employee live-tweeting
mass layoffs, to a prestigious university’s social media pages maliciously hacked — no sector is immune to reputational

assaults via social media. Response to Internet attacks can be taxing on even the most seasoned crisis managers. At Weber
Shandwick, we understand that crises are integrated communications challenges. Crises can erupt in numerous ways and be

amplified by myriad sources — social media is just one major part of today’s crisis management equation.

Recognizing the importance of an interdisciplinary approach to social crisis management, global communications and
engagement firm Weber Shandwick wanted to explore the current perspective of a crucial member of the response team:
legal counsel. The role of in-house counsel in ensuring regulatory and legal compliance at times of crisis is critical, and with
persistent episodes of digital vulnerability worldwide, determining the needs and preparedness of corporate counsel is

essential to successful proactive reputation management.

In conjunction with KRC Research, Weber Shandwick conducted a telephone survey of 100 senior and mid-level practicing
lawyers — 50 in the US and 50 in the UK — who work as in-house counsel for Fortune Global 1000 companies and who
personally engage in reputation risk management. The 20-minute interviews were conducted between May 13 and June 5,
2015. For the purposes of our survey, a corporate social media issue or crisis was defined as “an event or opinion that is

magnified on social media and potentially impacts the company’s reputation’

The findings from our research are striking. Despite recognizing that a company’s reputation is its most valuable asset and
holding a variety of concerns around the risks posed by social media, in-house lawyers are not sufficiently engaging in social
crisis preparedness and management. Moreover, differences appear to exist between UK and US lawyers in terms of readiness

and areas of concern.

“The research serves as a wake-up call for legal executives to more actively
safeguard their companies from legal and reputational threats on social media, no

matter where they originate’

— PETER DUDA, EVP/MANAGEMENT SUPERVISOR, CO-HEAD GLOBAL CRISIS AND ISSUES, WEBER SHANDWICK

Five key insights are outlined in this report, followed by recommendations for how corporate lawyers can more effectively

engage in social media crisis preparedness and management.

1. In-house counsel have limited experience with and training in social media crises
2. Most legal departments are not very involved in planning for social media crises
3. In-house counsel lack confidence in their company’s social crisis responsiveness
4. Despite concerns, in-house counsel have a false sense of security about imminent online threats

5. In-house counsel face challenges along multiple stages of a social media crisis journey
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KEY FINDINGS

1 IN-HOUSE COUNSEL HAVE LIMITED EXPERIENCE WITH AND TRAINING IN SOCIAL
* MEDIA CRISES

A modest 21% of lawyers report that their company experienced a social media crisis during their tenure. For these few
veterans, the leading consequences of these crises have been internal, including declines in employee morale and attrition
or layoffs. Notably, legal departments tend to take a back seat to discovery of online social problems, whereas digital,

communications and/or marketing departments have been at the detection forefront, according to the lawyers surveyed.

Problematically, training around what social media means for their companies is at lower-than-expected levels. Only half
(54%) of the lawyers surveyed have received instruction on how social media impacts their companies, leaving many without
this background. When training is offered, it takes multiple forms, including classes offered by employers and/or a third party

consultants hired to provide advice and instruction, and conferences or continuing education classes.

Social media training is inconsistent. Among companies with guidelines for using social media (73%), not all are training their

legal counsel around the world on those policies: only 47% of UK companies do so compared to 73% in the US.

2 MOSTLEGAL DEPARTMENTS ARE NOT VERY INVOLVED IN PLANNING FOR SOCIAL
“ MEDIA CRISES

While a large majority of in-house counsel say their department is involved in planning for social media crises, only 21% say they
are “very”involved, and lawyers in the UK report somewhat lower involvement than those in the US. Whether this stems from
legal departments choosing not to plan or other departments not including legal in the planning stages, this lack of involvement
is surprising given that social media attacks are far more prevalent than they were even three years ago. Our research suggests a

correlation between those who have personally experienced a social media crisis and involvement in preparation.
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Even while their departments are at least somewhat involved in crisis preparedness, the lawyers surveyed spend very little of
their own time doing so. On average, in-house counsel devoted about 2.4% of their time in the last year to social crisis planning,
and almost half (47%) say they didn't spend any time personally preparing for such an event. This finding is paradoxical, given

that all lawyers in the study are involved in advising their company on matters related to risk and reputation management.



One reason that in-house counsel devote minimal time to social crisis planning may be that few boards ask legal about
preparedness for a social media issue or crisis. Boards of directors might be asking company leadership about crisis
preparedness, but in-house counsel aren't getting the phone calls. Only one-quarter (27%) of lawyers have had their Board of
Directors ask their department about the company’s preparedness for a social media issue. Again, we see even less activism in

the UK (20% of UK boards have asked legal departments about social media crisis preparedness vs. 34% of US boards).

An important building block of crisis preparedness is social media monitoring. While many lawyers have monitoring programs in
place, a closer look at how the monitoring occurs suggests a need for greater digital vigilance. First, not all legal departments
are monitoring — 29% are doing nothing to monitor activity involving their companies on social sites. Additionally, a
minority is engaging in important types of monitoring — 40% observe what employees are saying and only 34% monitor
coverage of their company. Only 19% of lawyers are getting reports from another source. And again, we find differences by

region: US legal departments are more actively engaged in digital social monitoring than those in the UK.

This is not to say that each department in a company needs to do its own monitoring. On the contrary, organizations can

benefit from a centralized monitoring system that shares information with different parts of the company.
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Finally, social media crisis communication plans are in place at almost two-thirds (63%) of companies represented in the
survey, leaving a sizeable number of companies without a plan for how to respond when problems arise. Even fewer report

other important preparedness activities. For example, only 40% say their companies conduct preparedness drills.
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3 IN-HOUSE COUNSEL LACK CONFIDENCE IN THEIR COMPANY’S SOCIAL CRISIS
* RESPONSIVENESS

Itis clear that in-house counsel at US and UK corporations are not fully prepared for the inherent risks of social media, so it
is not surprising that lawyers express only moderate levels of confidence in their company’s ability to manage a crisis in the
social realm. No more than half of survey respondents believe their company would be “excellent” (9%) or “very good” (40%) at

managing a social media crisis.
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The average time lawyers expect it will take their companies to activate a social crisis plan is troubling. In-house counsel
estimate that it would take 38 hours to act — certainly too long in the 24/7 world in which social crises intensify. A lack

of response within 24 hours, and even faster in especially sensitive situations, leaves corporate reputations vulnerable to
enduring damage. Stronger involvement at the pre-crisis stage by in-house counsel can produce more agile and effective crisis
response teams: Lawyers who are involved in social crisis preparation are more confident than those who are not involved in

their company’s ability to manage a social media crisis.
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4, DESPITE CONCERNS, IN-HOUSE COUNSEL HAVE A FALSE SENSE OF SECURITY ABOUT
“ IMMINENT ONLINE THREATS

The research uncovered a potential reason UK and US lawyers are not fully preparing for a social media crisis — a high
proportion believe their company is immune from digital crises that can cause legal risk. A full nine in 10 legal executives say it

is not likely that a social media crisis will impact their company and cause a legal risk in the next year.

This perspective on their own company’s social media vulnerability is counterintuitive, given the other strongly held views

by the lawyers surveyed. An overwhelming majority (91%) consider reputation to be a company’s most valuable asset.

Most also see the potential for a problem in social media to turn into a crisis: 85% agree that social media has greatly
increased the potential for a minor problem to turn into a major crisis. And, many believe most reputation-damaging crises are
self-inflicted (88% of US lawyers and 62% of UK lawyers), which suggests preventative measures are a worthwhile investment
of time and effort.

The false sense of security around social media is even more remarkable considering the specific concerns lawyers express
around the legal risks posed by the digital medium. The top concerns presented by social media according to the lawyers
surveyed are: sharing of confidential information on social media, inflammatory comments about the company, and data

breaches or hacking.
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It is worthwhile to consider some differences of opinion between UK and US lawyers. UK lawyers express deeper concern
around confidential information shared on social media as well as data breaches, while those in the US are more deeply
concerned about inflammatory comments and criticism of their company going viral. Data breaches or hacking are a lesser
concern in the US relative to other problems explored in the research, which is curious, since Americans have witnessed
anumber of widely publicized breaches over the last few years. This finding certainly calls for further research, but one
hypothesis may be that the recent spate of data violations (affecting 43% of American companies last year, according to
the Ponemon Institute) has moved crisis managers to prepare for such scenarios, but perhaps less so for the other areas of

legal concern.

5 IN-HOUSE COUNSEL FACE CHALLENGES ALONG MULTIPLE STAGES OF THE SOCIAL MEDIA
* CRISIS JOURNEY

Interviews with the 21% of lawyers experienced in handling social media crises revealed a continuum of challenges that can
be expected at each stage of a digital emergency. A number of enduring themes, present throughout a crisis journey, emerged

from these social crisis veterans when asked what's most difficult about effectively managing a social media crisis:
ASSESSING THE SITUATION EARLY ON AND THEN GAUGING RESPONSE EFFECTIVENESS PROVES CHALLENGING
FOR MANY.

“Difficult to prioritize our efforts as the issues are emerging not only from social media but various other sources” US
“Find out what exactly the negative commenter needs.”m

“To prioritize which social media platform has to be targeted first and preparing plan accordingly.” US

“Most difficult would be getting prepared for the surprise elements which may come up while working on

resolving the issue” US

THE SPEED AT WHICH CRISES MOVE ONLINE IS SWIFT AND DEMANDING.
“These crises happen so quickly and it’s the timing which is most difficult to handle.”m
“The speed with which it rapidly spreads affects the stock situations simultaneously.” US

“Scheduling: the most difficult thing to manage is time.”m

INTERNAL AND EXTERNAL PRESSURES COMPLICATE CRISIS MANAGEMENT, INCLUDING THE NEED FOR DISPARATE
TEAMS TO COME TOGETHER AND COORDINATE HOW TO MANAGE THE CRISIS, AS WELL AS WORKING WITH OTHER
STAKEHOLDERS.

“The most difficult is to plan together the investigation and the steps to minimize the damage.” US
“Pressure from both the external and internal sources makes it more difficult” US

“Managing the media along with working on stopping the issue to spread further."m

“Managing stakeholders."m

“Recovering the damage already caused by the crisis” US



CLOSING THOUGHTS

The research has demonstrated that although in-house counsel place high value on their company’s reputation and agree that social
media presents legal and reputational risks, most feel they are immune from a social media crisis that will cause a legal risk, and
they are only moderately planning for crisis mitigation and response. And when faced with a problem on social media, the resolution
and recovery process has proven challenging for lawyers. These findings call for greater awareness around social media vigilance
by corporate legal departments, as well as legal involvement in developing policies, guidelines and training programs designed to
safeguard corporate reputations from digital attacks. Based on our extensive experience in crisis management, Weber Shandwick

offers the following guidelines for in-house counsel:

FAMILIARIZE YOURSELF WITH YOUR FIRM’S SOCIAL MEDIA CAPABILITIES. In-house counsel are an integral part of the crisis
response team. As such, and if not already, counsel should be intimately involved in setting corporate social media policies

and collaborating on crisis response plans. Such involvement will infuse your organization’s crisis strategies with the legal and
regulatory considerations critical to recovery from social media attacks and engender more self-confidence in the ability of the

organization to respond to a crisis.

PREPARE IN PEACETIME. It is critical that in-house counsel improve their social media crisis preparedness training. Participate in
interdisciplinary dry runs and crisis training. Weber Shandwick’s firebell offers interactive crisis simulation exercises that enable
aresponse team to hone its approach in different scenarios under virtual, real-time conditions. And although simulations can't
anticipate every possible situation, hands-on practice helps teams build the agility and confidence they need when faced with a fast-

moving digital challenge.

CONTINUOUSLY REVIEW AND ADJUST. Hold regular review sessions with the interdisciplinary crisis team. Consider recent
experiences and lessons learned to update your cyber risk and security protocols, incident response plans and vulnerability
assessment tools. Vigilance and resilience is key to a sustained online reputation management strategy. Provide counsel on any
communications — online and offline — that your company plans to release in the wake of a crisis. It is important that legal vet

communications to provide a legal perspective and ensure that what is being said about the crisis aligns with company policy.
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